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Waratek specializes in providing Runtime Application Self Protection for Java applications. Waratek Locker enables you to 

make the most of a quality cloud deployment while remotely managing your application security. Running on the popular 

Apache Tomcat Application Platform, Locker is a secure Java container that understands application logic, enabling accurate 

and effective security operation decisions to be made in real time.

WHAT WE OFFER

WHAT OUR CUSTOMERS ARE SAYING
“It’s like placing a firewall within the application in the JVM itself.” – Hussein Badakhchani, VP, Deutsche Bank

TRY LOCKER FOR FREE
Visit info.waratek.com/secure-locker-on-azure to see how easy Locker is to deploy and start your free trial.
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Control application 

access in multiple ways. 

FILE ACCESS: 

Restrict an application’s 

read/write/execute 

access to only required 

files and directories.

NETWORK ACCESS: 

Restrict an application’s 

access to only required 

network features.

Secure your apps 

against SQL injection 

attacks to prevent 

against the bulk loss of 

sensitive data. 

ADVANCED 

PROTECTION: 

Restrict class linking, 

reflection, throwables, 

and other code attacks 

that may be in any third 

party code you use.

A pre-configured 

security rules file can 

protect your apps with 

no code or rule file 

changes needed.

Run the rules file in learn 

mode to profile your 

app, then move to block 

mode for real-time 

protection with no need 

to stop and restart an 

application.

With no code changes 

required you can run 

your old Java application 

in a more up-to-date Java 

container and protect 

your apps against 

common vulnerabilities 

and exposures. 

Locker provides runtime 

protection against zero 

day attacks and advanced 

persistent threats.

SECURE JAVA 

CONTAINER

ACCESS CONTROL SQL INJECTION 

PROTECTION

SECURITY RULES FILE

http://info.waratek.com/secure-locker-on-azure


KEY USE CASES

WEB APPLICATIONS

Build anything from lightweight 

websites to multi-tier cloud services 

that scale up as your traffic grows.

CLOUD STORAGE

Rely on geo-redundant cloud 

storage for backup, archiving, and

disaster recovery.

BIG DATA & HPC

Get actionable insights from your

data by taking advantage of a fully 

compatible enterprise-ready Hadoop 

service.

MOBILE

Accelerate your mobile app 

development by using a backend 

hosted in Microsoft Azure. Scale 

instantly as your install base grows.

MEDIA

Create, manage, and distribute media 

in the cloud – everything from 

encoding to content protection to 

streaming and analytics support.

FLEXIBLE APPLICATION MODEL

Microsoft Azure provides a rich set of application services, including SDKs, 

caching, messaging, and identity. You can write applications in .NET, PHP, 

Java, node.js, Python, Ruby, or using open REST protocols. This is all part of 

Microsoft’s promise to let you build using any language, tool, or framework.

ALWAYS ON, ALWAYS HERE

Build resilient applications with automatic operating system and service 

updating, built-in network load balancing, and geo-redundant storage. 

Microsoft Azure also proudly delivers a 99.95% monthly SLA. You can rely 

on decades of experience in data center operations and trust that 

everything Microsoft Azure offers is backed by industry certifications for 

security and compliance.

DATA CENTER WITHOUT BOUNDARIES

Microsoft Azure makes it easy for you to integrate your on-premises IT 

environment with the public cloud. Migrate your virtual machines to 

Microsoft Azure without the need to convert them to a different format. Use 

the robust messaging and networking capabilities in Microsoft Azure to 

deliver hybrid solutions, and then manage your hybrid applications from a 

single console with Microsoft System Center.

GLOBAL REACH

With data centers around the globe, a massive investment in data center 

innovation, and a worldwide Content Delivery Network, you can build 

applications that provide the best experience for users, wherever they are.

Learn more: www.microsoftazure.com
© 2015 Microsoft Corporation. All rights reserved.

Microsoft Azure is an open and flexible cloud platform that enables 

you to quickly build, deploy, scale, and manage applications across 

a global network of Microsoft data centers. You can build 

applications using multiple languages, tools, and frameworks.


